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1 Portable Programming

1.1 Whatis a “portable” program?
What is a “portable” program?

¢ A portable prograncan be compiled and will run successfully on many different-
pilers, operating systemandhardware platformsith little or no changeo the source
code

e Changewill be easier to makéo enable this program to run oma

— compared with a program that was not written with care aboutbility.

Way to reduce portability problems
e Avoid proprietaryor non-standard libraries
e Avoid assumptions about tleze of data

— Use the definitions ihi m t s. h andnat h. h

Avoid assumptions about tliederandarrangement of data

— Some machines atgg-endian others (such as the PC) ditle endian

Putarchitecture-dependent codt@o aseparate module

Be careful when you specifjie names

Use the bi nar y” type when youead/writebinary files even if it is not required on
your platform

— otherwise the compiler will treat your file as a text file andrapt it

1.2 Standard Library Functions
Standard Library Functions
¢ | see lots of you using theoni o. h header.
e Please use thisnlywhen absolutely necessary!
e Use standard library functions wherever you possibly can.

e Avoidusinglibrary functions that start with an underscpseich asrotr() provided
by the Borland 3.1 compiler, and declared in 8tedl i b. h “standard” header file!

i-)
1.3 Size of Data
Size of Data
e Many homework exercisesssumed that integers are 16 bits long

.. this code willnotrun correctly under a 32-bit operating system such as Wirsdow
XP or Linux!

e Usesizeof and the constanfHAR_BITS defined in#include <limits.h> if you
need bit-level information about the size of data on youtfptan.



Size of Data: Examples
e Code withmanyassumptions about data size:

void binl( unsigned int d )

{
for (inti =0;i < 16; i++ ) {
inta=((d &32768)==0)7?0:1,;
cout << a;
d <=1,
}
}

e Code with fewer assumptions about data size:

#include <limits.h>
const int numbits = CHAR_BIT * sizeof( int );

void printbinary( int n )
{
for (int i = numbits — 1; i >=0; ——i ) {
cout < ((1lxi)&n?2?"1" :"0" )
}
}

Exercise: two minutes

e Forma with the person next to you

e Discuss ways you could make maore
portable

e Bereadyto to the class the ways your group could improve the portgbilit
of your code.

1.4 Order and Arrangement of Data
Order and Arrangement of Data
e Suppose on some computer

— alongis 32 bits in size
— the address of the long variable is 0xb0123456
— we put the long value 0x12345678 in this variable.

What byte is stored at 0x123456787?
— is it Ox12 or 0x78?

Answer: ‘it depend$

On abig-endianmachine, such as a Motorola Dragonball processor, the arniswe
0x78

On alittle-endianmachine, such as a PC, the answer is 0x12

Do not write code that assumes either.

2 Safe Programming

2.1 Whatis a secure program?
What is a “safe” program?

e A secure program cannot be easily exploited by a maliciousgmeto gain privileges
that they should not have

e A secure program will run moresliably
— Not “sometimes run okay, other timescitashe’
e Symptoms of possible security problems include:

— occasionallyerminateswith a lor “ protection errof
— data occasionally appears with unrecognisable garbagadeg
— changing one data item causes another unrelated data itemange

2.2 Main sources of problems
Main sources of problems
e Writing past the end of arraysn the stack

— Exploited by crackers as a technique describe8nmashing The Stack For Fun

And Profitby Elias Levy (aka Aleph One) Rt t p: /7 WWW. | NSecure. or g/ st/ s

andhttp: // www. phrack. or g/ show. php?p=49&a=14
e writing to uninitialised pointers
e memory allocatiorerrors:

— allocating memory without freeing it (“memory leak”)
— freeing memory twice (“double free”)


http://www.insecure.org/stf/smashstack.txt
http://www.phrack.org/show.php?p=49&a=14

2.3 Avoiding Buffer Overflows

Avoiding Buffer Overflows

e When reading strings into arrays, always use techniquédithia the data read into
the string and make sure it is null terminated.

With iostreams:

— use theistream::getline() method to read input lines, limiting the number of

bytes read to the length of the buffer

— oryou can use theetw ) iostream manipulator to limit characters re#é(clude <ior

N eV eluse thegets() library function

usestncpy () rather tharstrcpy (), usestrncat() rather tharstrcat(), ...

Simply make sure that thereii® possibilityof writing past the end of an array.

2.4 Avoiding writing to uninitialised pointers
Avoiding writing to uninitialised pointers

e Before you use a pointer, it has some uninitialised valud,@ints to someandom
location

e You must have the pointernintsomewhere — to memory that you own beforeyou
write to the location.

e How? Either:

— make the pointer point to aexisting variablgor
— allocate some memordynamically (with the C+#ew operator or thenalloc()

library function)
2.5 Avoiding memory allocation problems
Avoiding memory allocation problems
e Itis up to you to remember where you allocated memory

e For each piece of memory you allocate, it will not be freedillgither you free it up,
or the program terminates.

e |f the program will run a long time, and will make many alloicais, then you need to
be like an accountant: you have to free it up.
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